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Shop Online Safely 
 

Using the internet to purchase goods or services is so much easier and efficient now and many of us 

are spending more time shopping online. There are, however, risks associated with shopping online 

and you need to take care with what you are buying, from whom, how you pay for your purchases and 

what personal information you give to the retailer.  

 

When it's time to pay for your items, 

check there's a 'closed padlock' icon in 

the browser's address bar. 

 

The padlock icon doesn’t guarantee 

that the retailer itself is 

legitimate/reputable (and that their 

website is secure). It means that the 

connection is secure.  
 

If you haven’t used the website before, make sure you spend a few minutes to double check the site. 

Try the ‘about’ section. If there’s poor grammar, it could mean the site isn’t genuine. You should also 

check its online reviews. It’s also worth reading the site’s returns policy. Make sure you don’t put all 

your faith in the padlock and use it as just one of your measures to judge a website’s authenticity. 
 

When it's time to pay for your items, if the padlock icon is not there, or the browser says not secure, 

then don’t use the site. Don't enter any personal or payment details, or create an account as these 

could be harvested and used as identity theft. You are better of looking elsewhere online to make that 

purchase securely and with confidence.  
 

You can get more information on shopping online safely by visiting the National Cyber Security Centre 

(NCSC) guide. www.ncsc.gov.uk/guidance/shopping-online-securely 
 

Follow the six Cyber Aware top tips to protect your online accounts and devices. 
www.cyberaware.gov.uk  
 

You can report suspicious emails by forwarding the original message to the Suspicious Email Reporting 
Service (SERS) at report@phishing.gov.uk 
 

If you receive a suspicious text you can forward this to 7726 which spells SPAM on your key pad. 

If you have been a victim of crime, and it is not an ongoing emergency, you can report this to Police 

Scotland on 101. For all emergency calls, dial 999. 

 

 

This alert was sent out for your information by Police Scotland Safer Communities 
Cybercrime Harm Prevention Unit - PPCWCyberHarmPrevention@scotland.pnn.police.uk 

All information was correct at time of distribution. 15/12/2020. 
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