
OFFICIAL 
 
 

 

OFFICIAL 

 

 

 

Online Safety 

 

Online Safety – “a small investment of your time to protect yourself in the virtual world”. 

Every one of us connected to the internet should be asking these five questions; 

1. How do I protect my personal profile/s online? 

2. How do I control who can access my social media profile/s? 

3. What authentication methods should I use to control access to my accounts? 

4. How do I ensure that my software and devices are up to date and protected? 

5. What do I do if I am a victim of Cybercrime? 

and we would seek to address these as follows; 

1. Don’t use the same password for all your 
accounts. If a Cybercriminal accesses your 
password and email combination either through 
phishing, hacking or a data breach, they will 
possibly have access to all your accounts. All it 
takes is for them to try your details in a few 
different popular sites to gain that access. 

By using different passwords for your various 
accounts, you’re protecting yourself from the impact if one of these accounts is 
compromised. Rather than having to change the details on every account, you can just 
worry about the one that was hacked. Strong passwords or passphrases are essential and 
using Three Random Words and special characters are the simple key to making a complex 
password or passphrase and a complex password or passphrase is a frustration to a hacker. 

2. Everything you post online is potentially out there for everyone to see, unless of course 

you have set your privacy settings to “friends only” for example. Every social media platform 

has its’ own security settings so please learn about them and how to enable them. But 

always remember that what you share online can also be re-shared by friends, so be careful 

what you post. 
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Social networking  

·         Keep your personal information hidden. 

·         Set security levels so that only your friends can view your profile. 

·         If someone sends you abusive messaging, save them and contact the forum 

administrator. Consider reporting this. 

·         Don't arrange to meet someone that you have only met online - some people 

might not be who they say they are. 

You should also check your privacy settings from here on; Facebook, Twitter, Instagram and 

Snapchat. 

LSE (London School of Economics) have developed toolkits for young people and also for 

parents to help them talk to their children about their data and privacy online, including data 

protection, the digital economy and a range of privacy issues. 

Toolkit for young people 

http://www.lse.ac.uk/my-privacy-uk 

A toolkit for parents 

http://www.lse.ac.uk/my-privacy-uk/for-parents 

3. While a cybercriminal might have access to an account name and password combination, 
they are unlikely to intercept text messages enabling and protecting an additional layer of 
security to your online accounts.  

Two-factor authentication, Two step verification or 
Multi Factor Authentication, is that additional layer. 
This requires the user to prove who they are in two 
different ways. First using your email details and 
account password to log in, a code, usually sent to 
your mobile phone is sent to you and once you verify 
that you access your account. That’s a brief description of two-factor authentication and 
another way to improve your account security online and it should be used wherever it’s 
available. 

4. Backing up your data to the cloud or an external drive, on a regular basis, is the only way 
to ensure you will be able to retrieve lost or encrypted data if your computer is infected by 
ransomware, malware or it crashes. This also means that if you mislay data or accidentally 
delete something, it can always be recovered. Also ensure that you have a robust and up-to-
date internet security package running, as with online threats becoming increasingly more 
sophisticated and cybercriminals willing to jump on any social trend to spread malware, the 
online threat landscape changes very quickly. Security software from recognised vendors 
are the best and safest option when it comes to selecting a genuine product. Also keep all 
software on your devices up-to-date with the latest updates and patches which will protect 
against potential vulnerabilities. 

https://en-gb.facebook.com/help/193677450678703?helpref=faq_content
https://support.twitter.com/articles/18368
https://help.instagram.com/196883487377501
https://support.snapchat.com/en-GB/a/privacy-settings
http://www.lse.ac.uk/my-privacy-uk
http://www.lse.ac.uk/my-privacy-uk/for-parents
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5. Being a victim of any crime can be difficult to deal with and also to report to the Police. 
You may be worried about what will happen if you do report the crime, you might feel 
embarrassed and think that the Police will not believe you or take you seriously, or they will 
view the crime as not important enough to do anything about. It might even be the case if 
the offender is someone you know, and you may be worried about getting them in to 
trouble.  

Remember, the Police are here to listen to you and protect you, and if you are a victim of 
crime we are here to help you. 

Lots of people find it difficult to report a crime to the Police, so it can really help to talk to 
somebody you really trust, maybe a parent, a family member or friend, a teacher or youth 
worker about your experience, the first important step is to talk about it and ask for their 
help and support. 

https://www.scotland.police.uk/keep-safe/keep-secure-online/ 

 

Lastly we have included links to the most commonly used platforms should you find your 
account has been hacked. These links will provide you with additional support and guidance 
on how to deal with a hacked account. Copy the links to your browser. 

https://www.ncsc.gov.uk/guidance/recovering-a-hacked-
account 

https://support.google.com/accounts/answer/6294825?hl=en 

https://support.apple.com/en-gb/HT204145 

https://support.microsoft.com/en-gb/help/10494/microsoft-

account-recover-hacked-compromised-account 

 

You can report suspicious emails by forwarding the original message to the Suspicious Email 

Reporting Service (SERS) at report@phishing.gov.uk 

If you have been a victim of crime and it is not an ongoing emergency, you can report this to 

Police Scotland on 101. For all emergency calls, dial 999. 

 

 

 

This alert was sent out for your information by Police Scotland Safer Communities 
Cybercrime Harm Prevention Unit - SCDCyberPreventionNorth@Scotland.pnn.police.uk 

All information was correct at time of distribution. 03/09/2020. 
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