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Urgent updates released for Exchange server vulnerabilities 
 

 

Microsoft has made public that sophisticated actors have attacked a number of Exchange servers and 

in response Microsoft has released multiple security updates for vulnerabilities for the following 

versions of Exchange Server: 

 

 Microsoft Exchange Server 2013 

 Microsoft Exchange Server 2016 

 Microsoft Exchange Server 2019 
 

A defence in depth update for Microsoft Exchange Server 2010 has also been released.  

Microsoft Exchange Online is not affected. 
 

The NCSC recommends that organisations follow vendor best practice advice in the mitigation of 

vulnerabilities. In this case, the most important aspect is to install the latest updates immediately. 

More information about the security updates can be found on Microsoft's website. The Microsoft 

Exchange Server team has published a blog about these updates, which provides a script to obtain an 

inventory of the patch-level status of Exchange servers on premises. It also assists with some basic 

questions about installing the security updates. 
 

Further information 
 

Further information can be found in the following Microsoft blogs: 

 https://blogs.microsoft.com/on-the-issues/2021/03/02/new-nation-state-cyberattacks 

 https://www.microsoft.com/security/blog/2021/03/02/hafnium-targeting-exchange-servers 
 

The NCSC strongly advises that organisations: 
 

 Read the guidance referenced in the NCSC alert 

 Install the necessary updates immediately 

 Stay informed of any future updates to the guidance from Microsoft (via the links above) 

 
For more information on how to keep safe online visit Cyber Aware and NCSC. 
 
You can report suspicious emails by forwarding the original message to the Suspicious Email Reporting 
Service (SERS) at report@phishing.gov.uk  
 
If you receive a suspicious text you can forward this to 7726 which spells SPAM on your phone keypad. 
 
If you have been a victim of crime, and it is not an ongoing emergency, you can report this to Police 

Scotland on 101. For all emergency calls, dial 999. 

 

This alert was sent out for your information by Police Scotland Safer Communities 
Cybercrime Harm Prevention Unit - PPCWCyberHarmPrevention@scotland.pnn.police.uk 

All information was correct at time of distribution. 12/03/2021 
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